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VERMONT
Became the first state
in the nation to regulate
data brokers that collects
and sells personal information about consumers
attempting to add a new
layer of accountability to
data trading companies that
often operate without much
oversight.

NEW YORK
Enacted the Stop Hack
and Improved Electronic
Data Security Act
(SHIELD Act)
MAINE
Enacted New Act to Protect the Privacy of Online Consumer Information. The act prohibits ISPs
from using, selling, or
distributing consumer data
without their consent

DELAWARE &
NEW HAMPSHIRE
Have become the latest
states to add to the insurance cybersecurity landscape by enacting information security laws
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OHIO
The new Ohio Senate
Bill created new cybersecurity requirements
for insurance companies, including health
plans.

CONNECTICUT
A new Insurance Data
Security Law was signed.
The law imposes new information security, risk management, and reporting
requirements for carriers,
producers, and other businesses licensed by the
Connecticut Insurance
Department (“CID”).

MASSACHUSETTS
Added New Requirements to Breach Notification Law and Credit
Reporting Law. The law
expanded data breach
notification requirements
and extended state consumer protections in the areas of
credit reporting

MARYLAND
A bill was signed to amend
the security breach notification requirements of
Maryland’s Personal
Information Protection
Act. The amendments
expand data breach investigation requirements to
businesses that maintain
computerized personal data
but do not own or license
that data

NEW JERSEY
Proposed an Act Concerning Commercial Internet
Websites, Online Services, and Personally
Identifiable Information.

DC

WEST VIRGINIA
Created a Cybersecurity
Office through the enactment of West Virginia
House Bill 2452. The new
West Virginia law went into
effect on May 14, 2019.

WEST
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VIRGINIA

NORTH
CAROLINA

SOUTH
CAROLINA

VIRGINIA
Amended its data breach
notification statute. The
amendment expands the
reach of Virginia’s breach
notification statute to include
where passport number or
military identification number
are accessed in combination
with an individual’s first name
or first initial and last name.

GEORGIA

SOUTH CAROLINA
Imposed new breach notification and information
security requirements on
insurers, agents, and other
licensed entities authorized to
operate under the state’s
insurance laws.

FLORIDA

NORTH DAKOTA
Proposed an act to provide for a Legislative
Management Study of
Consumer Personal Data
Disclosures. This proposed
bill prohibits the disclosure of
personal information to a
third party without express
written consent from an
individual.

ALABAMA
has become the latest state to
pass a law mandating heightened standards within the
insurance industry for
cybersecurity and data
privacy.
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TEXAS
Enacted Identity Theft
Enforcement and Protection Act.The amendments
also now require notification
to the Texas attorney general
if a breach involves at least
250 Texas residents.

ARKANSAS
Enacted amendments to
the Arkansas Personal
Information Protection
Act. The amendments add
“biometric data,” such as
fingerprints, retina scans,
voiceprints, and DNA data, to
the law’s definition of “personal information.”

WASHINGTON
Enacted the Washington
Privacy Act; this bill grants
consumers the right to access
data that companies have
about them, the right to
deletion, the right to correct
inaccurate information, the
right to opt-out, and the right
to restrict or object to the
processing of data.

NEW MEXICO
Enacted Consumer Information Privacy Act. The
New Mexico bill has more
limited disclosure obligations
about privacy practices that
businesses must make in
order to increase their transparency.
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CALIFORNIA
Recently enacted the Consumer Privacy Act, the
most stringent privacy law in
the United States.

UTAH
Certain amendments to
Utah’s Protection of Personal Information Act
became effective currently.
Under the new law, notice by
publication is permitted only
for Utah residents for whom
notification by other permissible means “is not feasible.”

OREGON
the Oregon Consumer
Information Protection
Act extends certain data
breach notification requirements to vendors.

NEVADA
Proposed amendments
(SB 220) to its online
privacy notice law (NRS
603A.300-360), which focuses on Internet privacy.

HAWAII
Hawaii’s bill is modeled after the
California’s Consumer Privacy Act,
but has a broader reach since it does
not define a business. Thus, the law
can potentially extend to all businesses, regardless of size, that operate in
Hawaii and collect the personal information of an individual.
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